Appendix 2: Privacy Notice

AON RETIREMENT PLAN: PRIVACY NOTICE

Aon UK Trustees Limited (the “Trustee”) holds and uses personal information about Plan members and
beneficiaries to run the Aon Retirement Plan (the "Plan"), in line with the 'data protection' laws in force at
the time.

What we do with your information

The Trustee is a 'data controller'. This means the Trustee collects and uses your personal details to meet
its legal duties, and for other legitimate purposes solely to do with running the Plan. These may include:

e calculating, managing and paying Plan benefits to you, or following your death;

e dealing with any queries, complaints or appeals about decisions we have made, for example
about the Plan benefits you or your dependants are entitled to receive; and

e meeting legal requirements and best practice.

We have received much of the information we hold from the members themselves. You may have also
given us details about your beneficiaries — that is, people who may be eligible to receive benefits after
your death. We assume that you have your beneficiaries’ consent to give us this information and that you
will share this privacy notice with them.

However, in certain circumstances we also hold and use information provided by:

e Aon UK Limited and Aon Solutions UK Limited, the sponsoring employers of the Plan (the “Plan
Employers”);

e other employers or pension schemes associated with the Plan Employers or the Plan;
e medical advisers;

e any pension scheme or arrangement where you had benefits which you then transferred to the
Plan;

e HM Revenue & Customs;
e the Department for Work and Pensions;
e regulatory bodies (such as the Pensions Regulator); and
e tracing services.
The information we hold
The details about you that we use to help us calculate and pay your benefits include:
o full name, date of birth, National Insurance number (or any other official ID numbers);

e business and personal contact details, including address, telephone numbers and email
addresses;

¢ financial information, including salary, pension or prospective pension entitlement and bank
account details;

¢ employment details, including years of service, employment start and leave date;

e your pension benefit choices, including any you may make online through the Plan portal; and
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e marital or relationship status, including your beneficiaries’ full names, dates of birth, contact
details and relationship to you.

We also hold and, in appropriate circumstances, use particularly ‘sensitive’ data about you — for example,
to allow us to manage any ill-health or death benefits. We will normally process this information in the
performance of our legal obligations in connection with employment, social security and social protection
(as allowed by legislation). We may also, generally when considering claims under the Plan’s Internal
Dispute Resolution Procedure, process any sensitive data for the purposes of establishing, exercising or
defending legal claims. If we ask for your explicit consent to do this then you can withdraw this consent at
any time.

Sharing your information

Where appropriate, we share your personal details with certain third parties involved in running the Plan,
this includes:

e the Plan administrator (and its administration and website system providers who may hold some
of those personal details centrally in respect of all accounts held with that provider);

e the Plan actuary and their support team;
¢ the Plan Employers and their advisers;

e buy-in providers and similar providers to assess future provision of benefits outside the Plan
(including those with whom the Trustee has already secured certain benefits in the Plan),
together with their reinsurers and third party administrators;

e other persons responsible for providing or communicating benefits, e.g. occupational health
service providers.

We may also make information about you available to:

e any other companies associated with the Plan Employers — for example, to firms which may buy
(or have already bought) part or all of the Plan Employer’s business;

o the trustee, sponsoring employer, administrators or professional advisers of any pension scheme
you may have transferred benefits to or from.

We can also share your personal information outside the Plan if you ask us to, or if we need to respond to
or comply with a judicial proceeding, court order, request from the Pensions Regulator, Pensions
Ombudsman or any other regulator or any other legal process served on or involving the Trustee.

In some situations, we share responsibility for your personal details with the Plan actuary, the legal
advisers (who need information about you to carry out their professional duties to the Trustee), insurers
and the auditors.

In turn, the Plan Employers use your details to meet their legal obligations as the sponsoring employers
of the Plan. They have a legitimate interest in managing Plan costs and may want to offer certain options
to members.

The Buy-in Providers process some members’ data as a data controller to take steps necessary for the
buy-in insurance policies and to provide data to their reinsurers, administer the buy-in policies and comply
with applicable laws and regulations.

Please note that the Plan Employers, the Plan Administrator, the Buy-in Providers and other advisers
receiving your personal details may sometimes pass information to other countries. When this happens,
they must make sure that the party receiving the information has proper security measures in place
including appropriate contractual arrangements.
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Storing your personal data

Pension benefits are payable over a long period and your right to benefits from the Plan may depend on
information going back many years. We keep the information we hold about you throughout your
membership of the Plan. Once your membership ends, the Trustee will retain your details for a minimum
of 7 years. We may hold information for longer if necessary to make sure the Plan pays the correct
benefits and to deal with any queries about your benefits which may arise after that time.

Aon Solutions UK Limited, as the Plan Administrator, will hold on to your personal details for 7 years after
the termination of the contract with us or for longer if necessary in order to protect themselves against any
later legal claims.

Where the Buy-in Providers hold your personal data, they will retain this for as long as they consider
necessary in order to comply with their legal and regulatory obligations and to protect themselves against
any subsequent legal claims.

Your rights

You have the right to see the information we hold about you. You can ask us to correct any mistakes, or
erase some or all of the details we have.

In some situations, you can ask us to limit the way we use your personal information, object to our using it
at all, or request a copy of it to share elsewhere.

Where you have given us your consent to use particular information, you can withdraw that consent at
any time. However, please bear in mind that if we do not hold all the details we need, we may not be able
to pay out the benefits you are entitled to.

You may view the Aon Solutions UK Limited Privacy Notice online at
https://www.aon.com/unitedkingdom/retirement-investment/retirement-investment-services-privacy-
statement.jsp

Contact details

If you have any questions or want to know more about the information the Trustee holds and why, or
about the Plan's 'data protection' arrangements, please contact George Cumner at:

Address: Aon Solutions UK Limited, Briarcliff House, Kingsmead, Farnborough, Hampshire, GU14 7TE
Email: george.cumner2@aon.com

Issues and complaints

To make a complaint about how we’ve handled your information, contact us as set out above.

If you’re not satisfied with our response to your complaint or believe our use of your information is not in
line with data protection law, you can make a complaint to the Information Commissioner's Office. Its
contact details are:

Address: Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
Telephone number: 0303 123 1113 or 01625 545 745

4 September 2025
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	the Aon retirement plan (the “plan”) general data protection regulAtion policy (the “policy”)
	1. Introduction
	1.1 The General Data Protection Regulation (EU) 2016/679 as it forms part of the law of England and Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018 (as amended by The Data Protection, Privacy and...
	1.2 This GDPR Policy should be read in conjunction with:
	1.2.1 the Record of Processing Activities (Appendix 1);
	1.2.2 the Privacy Notice (Appendix 2);
	1.2.3 the Data Security Breach Management Policy (Appendix 3); and
	1.2.4 the Data Protection Impact Assessment (Appendix 4).

	1.3 The trustee of the Plan (the “Trustee”)  determines the purposes and means of processing personal data held for the purposes of the Plan (“Plan Personal Data”) and as such is Data Controller for GDPR purposes, particularly in regard to Plan member...
	1.4 This Policy explains the Trustee’s procedures and processes for ensuring compliance with the overarching principles of the GDPR, both generally, and in respect of any “conditions” relied upon under UK data protection laws. This Policy also explain...
	1.5 The Trustee has taken legal advice on its duties and on the lawful bases of data processing by or on behalf of the Trustee and that advice is reflected in this Policy.
	1.6 This Policy forms a part of the Trustee’s obligation to demonstrate accountability.
	1.7 Defined terms where used in this Policy shall have the same meaning as under the GDPR unless otherwise stated.

	2. THE Trustee’s Role
	2.1 As Data Controller, the Trustee must act in accordance with the principles of the GDPR.  In summary, these include ensuring that Plan Personal Data:
	2.1.1 is processed lawfully, fairly and in a transparent manner;
	2.1.2 is collected for specific, explicit and legitimate purposes, and not further processed in a manner that is inconsistent with those purposes;
	2.1.3 is processed in a manner that is limited to the relevant information necessary for the purposes of the processing;
	2.1.4 is actively managed to ensure it is accurate, or is erased;
	2.1.5 is held for a limited period of time and once the purposes for which the Plan Personal Data are completed, it is no longer stored; and
	2.1.6 is processed in a way that ensures security of the Plan Personal Data.

	2.2 In order to carry out its duties in respect of the Plan under the GDPR, the Trustee relies on a number of third parties (including the Plan’s administrator, currently Aon Solutions UK Limited (the “Administrator”)), to administer the Plan appropri...
	2.3 In line with legal advice received by the Trustee, this Policy does not include details of sub-processors.

	3. Data Mapping and Record Keeping
	3.1 In order to identify the Plan Personal Data it controls, the Trustee has carried out a data mapping exercise, which has included making enquiries of and carrying out due diligence on all Plan third party service providers who process Plan Personal...
	3.2 Read together, this Policy (including its appendices), the written legal advice received by the Trustee as referred to in paragraph 4.1 and the Record of Processing Activities are designed to comply with the requirements of Article 30 of the GDPR.

	4. Lawfulness of Processing
	4.1 The Trustee acknowledges that in order to process Plan Personal Data, it must have a lawful basis as set out under the GDPR for doing so.  The Trustee has taken legal advice in respect of the Plan’s regular day-to-day processing and has identified...
	4.1.1 for compliance with a legal obligation to which the Trustee is subject; or
	4.1.2 to meet a legitimate interest of the Trustee or a third party.

	4.2 When considering legitimate interests, the Trustee acknowledges that these interests must be balanced against the interests or fundamental rights and freedoms of the Data Subject (i.e. anyone about whom the Trustee holds personal information, incl...
	4.3 When special categories of data (such as data in respect of health or sexual orientation) (“Special Categories Data”) are being processed, the Trustee shall rely on the condition of the GDPR which allows Special Categories Data to be processed pro...
	4.4 Where neither of the conditions referred to in 4.3 apply to the processing of Special Categories Data or data relating to criminal convictions, the Trustee may need to obtain the Data Subject’s express consent to the processing.  Where the Trustee...

	5. Fair and Transparent Processing
	5.1 The Trustee has (subject to paragraph 5.2 below) issued a privacy notice to Plan members reflecting the requirements of the GDPR.  The privacy notice has also been published on the Plan’s website, with a link from every page.  A copy of the privac...
	5.2 Where the Trustee does not have a current address for any member the Trustee acknowledges that the privacy notice will not have been provided to the member.  However, the Trustee is satisfied that the steps taken by the Administrator to maintain a...
	5.3 Whilst noting that each data controller is responsible for its own compliance with the GDPR, the Plan’s privacy notice is intended to cover all Data Controllers in relation to Plan Personal Data.
	5.4 The Trustee understands that where it is provided with Personal Data concerning a member’s family or dependants (such as in an expression of wishes form (“EoW Form”)) it is required by Article 14 of the GDPR (subject to the exception referred to i...
	5.5 The Trustee understands that Article 14 of the GDPR contains an exception that allows a Data Controller not to issue a privacy notice where compliance with the obligation “is likely to render impossible or seriously impair the achievement of the o...
	5.6 There may be other circumstances where the Trustee receives Personal Data from an individual who is not the Data Subject (for example, when considering a complaint under the Plan’s Internal Dispute Resolution Procedure).  In such cases, the Truste...
	5.7 A privacy notice should be sent to relevant potential beneficiaries where the Trustee is carrying out a fact find following a member’s death.  The Administrator has agreed with this approach.
	5.8 The Trustee has put in place a process to keep the privacy notices it seeks to rely on under review and acknowledges that revised or further privacy notices will be required in certain circumstances, for example where the purpose of its processing...
	5.9 The Trustee understands that Plan Personal Data may from time to time be transferred outside the UK.  The Trustee has contractually obliged its third party advisers to have appropriate safeguards and technical measures in place when transferring P...

	6. storage and retention of personal data
	6.1 The Trustee acknowledges that the principles of the GDPR require personal data to be kept for no longer than is necessary for the purposes for which it is processed and the personal data should be limited to that which is required for that purpose.
	6.2 The Trustee considers that its policy for retention and erasure of Plan Personal Data must be determined in the context of its legal obligations as Trustee of the Plan and the fact that pension benefits are paid out over a very long period and tha...
	6.3 As a result, the Trustee considers it appropriate to keep Plan Personal Data (including Special Categories Data and data relating to criminal convictions) for a minimum of 7 years after a member’s benefits are finally settled – e.g. on their death...
	6.4 The Trustee has discussed the retention of Plan Personal Data with the Administrator.  The Trustee understands that when a member’s benefits are finally settled, Aon’s systems do not allow member data to be rationalised so that unnecessary element...
	6.5 The Trustee has reviewed the contractual terms for each Data Processor of Plan Personal Data and each Data Controller or joint Data Controller (as listed in the Record of Processing Activities) and considers that the contractual terms contain appr...
	6.6 The Trustee has written to those former third party service providers which it believes may hold Plan Personal Data as Data Processor on behalf of the Trustee and asked them to return or destroy it.  Those letters and their replies are included in...
	6.7 The Trustee has written to former trustee directors who have retired since the date of the merger in 2012 and trustees of the legacy schemes at the time of the merger in order to inform them of the requirements of the GDPR and to ask them to retur...
	6.8 On leaving office each departing trustee director will be required to return or destroy any Plan Personal Data they hold.

	7. Security of Processing
	7.1 The Trustee is aware of the standard of security and appropriate technical and organisational measures required under the GDPR.  The Trustee has taken into account such factors as the costs of implementation of that security, the nature, scope, co...
	7.2 In particular, the Trustee has put in place the following measures:
	7.2.1 the Trustee has agreed that wherever possible papers and materials circulated to/from the Trustee and its advisers which contain personal data will not also contain the name of the data subject;
	7.2.2 all papers and materials circulated to/from the Trustee and its advisers which contain Personal Data will be password protected;
	7.2.3 each Trustee Director’s iPad is suitably password protected;
	7.2.4 the Trustee has received confirmation from Aon that it, as Administrator, holds a Record of Processing Activities which details the activities it performs for the Trustee; and
	7.2.5 data security issues have been added to the Plan risk register.

	7.3 The Trustee is satisfied that at the date of this Policy, it meets the security of processing requirements set out under the GDPR, and shall keep such measures under ongoing review.
	7.4 The Trustee has contractually obliged the relevant parties identified in the Record of Processing Activities to meet the security measures under the GDPR on an ongoing basis. In line with the ICO’s Data Sharing Code of Practice, whenever sharing d...

	8. TRUSTEE INTERNAL PROCEDURES and security
	8.1 Each trustee director has committed to keeping all Plan Personal Data confidential.
	8.2 Each Trustee will follow the agreed Trustee Security Policy.
	8.3 Each Trustee will follow the security measures in place when using APO.
	8.4 Each trustee director will access Plan Personal Data only on the iPad issued or authorised by the Trustee.
	8.5 Each trustee director should not access Plan Personal Data when outside the UK unless it is absolutely necessary to fulfil legal obligations.  Where Plan Personal Data is accessed from outside the UK the trustee director should take appropriate st...

	9. data breaches
	9.1 The Trustee recognises the authority of the Information Commissioner’s Office (the “ICO”) and it intends to cooperate on request with the ICO.  The Trustee recognises its obligation to inform the ICO of certain personal data breaches within 72 hou...
	9.2 The Trustee’s Data Security Breach Management Policy is appended to this Policy at Appendix 3.

	10. Data Subject Rights
	10.1 The Trustee acknowledges that Data Subjects are granted rights in respect of their personal data, including the right:
	10.1.1 to receive privacy notices;
	10.1.2 to access their personal data and relevant further information;
	10.1.3 to correct inaccurate or incomplete personal data;
	10.1.4 to ‘be forgotten’ (i.e. to have personal data erased);
	10.1.5 to restrict processing of personal data;
	10.1.6 to receive a copy of their personal data or transfer their personal data to another data controller;
	10.1.7 to object to processing of personal data;
	10.1.8 not to be subject to automated decision-making; and
	10.1.9 to receive notification of a Personal Data Breach where it is likely to result in a high risk to the rights and freedoms of the Data Subject, or where required to do so by the ICO.

	10.2 The Trustee notes its responsibility to provide any communication, or take any actions, requested by a Data Subject in exercise of the rights referenced above, free of charge, except on the rare occasion where such requests are unfounded or exces...
	10.3 The Trustee has agreed with the Administrator to put in place appropriate processes to meet those rights.

	11. Data Protection Impact Assessment (“DPIA”)
	12. Data Protection Officer
	13. Review of Policy
	13.1 The Trustee shall carry out a regular review of the decisions set out in this Policy and, when necessary and with regard to any supplementary guidance introduced by the ICO, shall issue a revised policy.
	13.2 The Trustee shall ensure that the Policy and its compliance with the GDPR are reviewed each time a new third party adviser is appointed to provide services to the Plan, or in the event that a new system is adopted.
	13.3 To assist with the Trustee’s regular review of this Policy, this Policy has been added to the Trustee’s risk register.
	13.4 The Trustee reserves the right to amend this Policy from time to time.
	Policy Adopted: 25 May 2018
	Policy revised and readopted: July 2019
	Policy revised and readopted: June 2020
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	Appendix 3: Data Security Breach Management Policy
	1. Background
	1.1 The General Data Protection Regulation (EU) 2016/679 as it forms part of the law of England and Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018 (as amended by The Data Protection, Privacy and...
	1.2 The GDPR also requires that where a breach does occur, the data controller shall without undue delay and, where feasible, not later than 72 hours after having become aware of it, “notify the personal data breach to the supervisory authority… unles...
	1.3 If the personal data breach is likely to result in a “high risk to the rights and freedoms” of the data subject, the GDPR requires trustees to communicate the personal data breach to the data subject “without undue delay.”
	1.4 The Guidelines on Personal Data Breach Notification adopted on 6 February 2018 and endorsed by the European Data Protection Board on 25 May 2018 are taken into account in this Policy as is relevant guidance issued by the Information Commissioner’s...
	1.5 In addition, the operation of the Plan is heavily reliant on information technology and automated processes and so the Plan is exposed to cyber security risk. In particular, the Plan is exposed to the risk of external intervention in the operation...

	2. objectives
	2.1 The purpose of this Policy is to establish what action Aon UK Trustees Limited (the “Trustee”) should take in response to any reported personal data breach incident and ensure that any breach is appropriately logged, managed and, where appropriate...

	3. identifying a PERSONAL DATA BREACH
	3.1 A personal data breach (a “Breach”) is:
	3.2 Examples of Breaches could include, but are not limited to:
	3.2.1 loss of data or equipment on which the data is stored;
	3.2.2 unauthorised access to that data;
	3.2.3 equipment failure;
	3.2.4 human error in handling data;
	3.2.5 unforeseen circumstances such as fire or flood;
	3.2.6 hacking attacks; and
	3.2.7 offences where information is obtained by deception.

	3.3 The Trustee will seek to ensure that the contractual terms agreed with their third party advisers who receive Plan personal data confirm the legal obligation on those parties to notify the Trustee (and the ICO where required) of a Breach without u...
	3.4 A “Cyber Breach” means disruption or damage to the Plan or its members as a result of the failure of information technology systems and processes operated by or on behalf of the Trustee.  This might include:
	3.4.1 equipment failure;
	3.4.2 business continuity failure preventing access to information technology systems; and
	3.4.3 the use of ransomware and other criminal activity to block the operation of the Plan’s information technology systems and processes.

	3.5 The Trustee will seek to ensure that the contractual terms agreed with their third party advisers , who are Data Processors, and who receive Plan personal data confirm the legal obligation on those parties to notify the Trustee of a breach without...

	4. personal data breach responsibility
	4.1 The Trustee will maintain a data protection log in which to record all incidents of Breaches (or suspected Breaches) in accordance with this Policy.
	4.2 The Trustee has appointed a  Data Breach response team (the “DBR Team”) consisting of the Secretary to the Trustee, Chair and at least one member of the Governance, Risk and Audit sub comittee, and one member of the Administration and Communicatio...
	4.3 Confirmed or suspected Breaches should be reported promptly to the Secretary to the Trustee, George Cumner (george.cumner2@aon.com, 02075 224024) (the “first point of contact”).
	4.4 When a confirmed or suspected Breach is reported, the first point of contact will arrange a conference call with all available members of the DBR Team, the reporter of the Breach and any other person who the first point of contact believes may ass...
	4.5 The DBR Team will take into account the Guidance when considering a confirmed or suspected Breach and the appropriate response to it.

	5. information gatHerinG
	5.1 The DBR Team will investigate the suspected Breach and, where it has established with a reasonable degree of certainly that a Breach has occurred, prepare a data breach report which should include the following information where possible:-
	5.1.1 a description of the suspected Breach;
	5.1.2 the time the suspected Breach was identified and by whom;
	5.1.3 name and contact details of the reporter;
	5.1.4 the volume of data involved, to include where possible the categories and approximate number of Data Subjects and personal data records concerned;
	5.1.5 whether the Breach has been contained or is ongoing
	5.1.6 the likely consequences of the Breach;
	5.1.7 where appropriate, what actions are or can be taken to recover data; and
	5.1.8 who else is known to be aware of the Breach.

	5.2 The DBR Team should assess the risk to Data Subjects by considering:-
	5.2.1 whose data is affected – e.g. individual member, groups of members?
	5.2.2 does the Breach involve Special Categories Data – e.g. health information or information identifying sexual orientation?
	5.2.3 is the data otherwise particularly sensitive – e.g. does it include bank details?
	5.2.4 what could any data lost tell a recipient about the individual – e.g. could it assist in identity fraud?
	5.2.5 what potential harm could be caused to individuals – e.g. financial, reputational, emotional wellbeing, fraud, identity theft or damage or delay in benefit processing?


	6. containment and recovery
	6.1 The DBR Team will endeavour to:
	6.1.1 identify the cause of the Breach;
	6.1.2 establish what steps can or need to be taken to contain the Breach;
	6.1.3 contact all relevant persons (subject to any confidentiality obligations) who are or may be able to assist in the process, or who have a right to be informed or consulted, and take advice where appropriate;
	6.1.4 determine what can be done to recover the breach – e.g. recovery of data, use of back-up data; and
	6.1.5 consider informing appropriate third parties (for example the police and banks and any contractual counterparty who has a right to be informed or consulted).

	6.2 In relation to a Cyber Breach, the Cyber Incident Response Plan will be followed to establish what steps can be taken to restore normal operation of the Plan including:
	6.2.1 monitoring the implementation of business continuity arrangements;
	6.2.2 considering the risks arising from any steps taken to restore normal operation; and
	6.2.3 granting any necessary approvals for a return to normal operation.

	6.3 The DBR Team will record all breaches, comprising the facts relating to the breach, its effects and the actions in the data protection log.

	7. communication
	7.1 The DBR Team will determine whether or not the Breach “is likely to result in a risk to the rights and freedoms of” the Data Subjects.  If the DBR Team determines that it is then it will submit a report (the “Report”) to the ICO (copied to the Tru...
	7.2 The Report should include as a minimum:-
	7.2.1 a description of the nature of the Breach;
	7.2.2 the categories and approximate number of Data Subjects concerned and data records affected;
	7.2.3 contact details of the DP Contact (and/or the DBR Team); and
	7.2.4 a description of the likely consequences of the Breach and the measures taken or proposed to be taken to address the Breach including mitigation of its possible adverse effects.

	7.3 If the DBR Team determines to submit a Report under 7.1 above but is unable to include all the information set out in 7.2 above then it will provide the ICO with partial information (and reasons as to why it cannot provide all the required informa...
	7.4 The DBR Team will determine whether in its view the Breach is likely to result in high risk to the rights and freedoms of Data Subjects.  If so, it will communicate information about the Breach to affected Data Subjects without undue delay.
	7.5 The communication to Data Subjects should be in clear and plain language and include as a minimum:-
	7.5.1 a description of the nature of the Breach;
	7.5.2 relevant contact details for the Plan;
	7.5.3 a description of likely consequences of the Breach;
	7.5.4 a description of the measures taken or proposed to be taken by the Trustee to address the Breach, including measures to mitigate its possible adverse effects; and
	7.5.5 where appropriate, specific advice to individuals to protect themselves from possible adverse consequences, e.g. resetting passwords.

	7.6 The DBR Team will consider the most appropriate form of communication to affected Data Subjects, e.g. email, text, or written correspondence, taking into account the immediacy or severity of any risk. It should also consider whether any general no...
	7.7 Before submitting any Report or communicating with Data Subjects or the ICO or any third party, the DBR Team will consider the parties they are obliged to notify or consult with and take appropriate steps.
	7.8 Subject to 7.7 above, the DBR Team has authority to determine which persons need to be notified or communicated with and the terms of any notice or communication.
	7.9 The DBR Team will, where considered appropriate, consult the ICO on the content and method of any communication with Data Subjects.
	7.10 If, after submitting the Report to the ICO, the DBR Team receives evidence that the security incident was contained and no Breach actually occurred then it shall notify the ICO of this.
	7.11 Where any breach, including a Cyber Breach, has resulted in the failure of the Trustee to comply with any legal obligation, the Breach Team will also consider the need to report the breach to the Pensions Regulator.

	8. review
	8.1 In the event of a Breach and following necessary actions being taken by the DBR Team in accordance with this Policy, the DBR Team will:
	8.1.1 having submitted such reports and communications as above, revisit the situation and re-evaluate communications and developments in case there are any subsequent communications or notifications which need to be made;
	8.1.2 record all Breaches, including the facts relating to the Breach, its effects and the actions taken in the data protection log;
	8.1.3 prepare a report for the next Trustee meeting and ensure that the data protection log is updated including reasons for informing the ICO or Data Subjects, or for not doing so; and
	8.1.4 review the data sharing arrangements in place and consider if any changes are necessary.

	8.2 At the next Trustee meeting following the Breach, the Trustee will consider whether any further investigation of the breach is required.  The Trustee will also note any lessons to be learnt from the Breach, including communication with appropriate...
	8.3 The Trustee will carry out a regular review of this Policy and, where appropriate (including having regard to any supplementary guidance from the ICO), will issue a revised Policy.
	8.4 The regular review of this Policy has been added to the Trustee’s risk register.



	1. Introduction
	1.1 The Trustee has carried out this Data Protection Impact Assessment (“DPIA”) in compliance with Article 35 of the GDPR.  In producing this DPIA, the Trustee has considered and taken advice on WP29 guidelines and ICO guidance on DPIAs.  This assessm...
	1.2 The Trustee does not consider that the processing of Plan Personal Data by or on behalf of the Trustee is likely to result in a high risk to the rights and freedoms of natural persons.  However, the Trustee acknowledges that it does (or may):
	1.2.1 process sensitive data;
	1.2.2 process data on a large scale;
	1.2.3 process data concerning vulnerable data subjects (which may include the elderly or children);
	1.2.4 transfer data (or permit the transfer of data) outside the UK;
	1.2.5 process “invisible data” (as described by the ICO as processing personal data which has not been obtained direct from the Data Subject, in circumstances where it has determined not to issue a privacy notice in accordance with paragraphs 5.4 - 5....

	1.3 Given this processing activity and the ICO’s guidance, the Trustee has decided that even if it may not be required in these circumstances under the GDPR, it would be good practice to undertake a DPIA.

	2. description of the processing
	2.1 In order to identify the Plan Personal Data it controls, the Trustee has carried out a data mapping exercise, which has included making enquiries of and carrying out due diligence on all Plan third party service providers who process Plan Personal...
	2.2 A summary of the types of data held by the Plan is given in Trustee’s Privacy Notice which is attached to the Policy.
	2.3 The Trustee may hold Special Categories Data including relating to health and sexual orientation and data relating to criminal convictions. An explanation of this processing and the lawful basis for it is set out in section 4 of the Policy.
	2.4 The Plan has approximately 19,000 members and beneficiaries, the vast majority of whom live in the UK.  The Trustee therefore acknowledges that the processing of Plan Personal Data could be considered to be carried out on a large scale.
	2.5 The purpose of the processing and its intended effect is necessary to enable the Trustee to perform its legal obligation to properly administer the Plan and pay the benefits due under it. The Trustee considers that this processing is in the intere...

	3. consultation process
	3.1 The Trustee considered whether Plan members and beneficiaries should be consulted about the processing of Plan Personal Data. The Trustee concluded that such consultation would not assist with the conduct of the DPIA and would be disproportionate ...
	3.2 The Trustee has consulted with the Administrator, who has assisted in producing this DPIA as appropriate.
	3.3 The Trustee has also consulted with the employer.

	4. assessment of necessity and proportionality
	4.1 The Trustee’s lawful basis for processing is set out in section 4 of the Policy. The Trustee considers that the processing carried out by or on behalf of the Trustee is necessary and proportionate in the context of the stated lawful basis.
	4.2 The Trustee’s policy on data minimisation and retention is set out in section 6 of the Policy.  The Trustee considers that the long term retention of data in relation to Plan members and beneficiaries, including after the individual has ceased to ...
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